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Abstract. This article discusses two methods for analyzing malicious attacks. 
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ОСНОВНЫЕ МЕТОДЫ АНАЛИЗА ВРЕДОНОСНЫХ ПРОГРАММ 
С ПОМОЩЬЮ ГЛУБОКИЙ НЕЙРОННЫХ СЕТЕЙ 
 
Аннотация. В этой статье рассмотрены два метода анализа 
вредоносных атак. Статья рассматривает последствия для недостаточно 
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защищённых сетевых устройств и как алгоритмы глубокий нейронных сетей 
справляются с задачей устранения вредоносного программного обеспечения. 
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Everyone knows who actually writes malwares, but do everybody know what 
the average lifetime of a single malware is? 
The malware attack is aimed at a large number of individuals or companies, and 
it is evident that someone sooner or later pays attention to a new trojan. The response 
time of antivirus software is approximately two hours, thus there is a fairly high 
probability that the malicious file will be destroyed in infected computers in two or 
three hours. 
Unfortunately for users, the development of malware can be automated, and 
attackers can release malicious programs faster than updating antivirus databases. 
The statistics of known DDoS attacks to Google network demonstrates the 
importance of the studied issues in the paper. 
 
Figure 1 – Largest known DDoS attacks 0. 
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The exponential growth across all metrics is apparent, often generating alarmist 
headlines as attack volumes grow. But it is necessary to consider the exponential 
growth of the internet itself, which provides bandwidth and compute to defenders as 
well. After accounting the expected growth, the results are less concerning, though still 
problematic 0. 
There are two methods for analyzing malware: static and dynamic. Static is a 
comparison of a suspect with signs of malware behavior. The comparison result 
confirms or not the status of suspected files. Dynamic is an analysis based on the file 
behavior: requests it makes, and actions it performs. 
Malware attacks are in the rise, and nowadays new malware is easily generated 
as variants of existing malware thereby infecting more and more users’ network 
devices. Therefore, it is important to study similar malware features that may help to 
classify them (malwares). Most malware variants are similar in structure, thus digital 
signal and image processing techniques may be used to classify malware. 
Image processing: malware binaries were converted to black-white images 
demonstrating that the malware was similar in layout and texture, which indicates that 
the malware source is similar. Since image processing methods require neither design 
nor programming, they are compared to static and dynamic analysis. The main 
advantage of this approach is the ability to work with various malicious programs 
regardless of the operation system thus, covering the lion's share of network devices, 
including IoT. 
Since this algorithm is proved to be quite effective, a dataset called MalImg was 
created based on numerous experiments, which is now used to evaluate the 
effectiveness of advanced machine learning algorithms 0. 
Deep learning or Deep Neural Networks (DNNs) take inspiration from how the 
brain works and forms a sub module of artificial intelligence. The main strength of 
deep learning architectures is the capability to understand the meaning of data when it 
is in large amounts and to automatically tune the derived meaning with new data 
without the need for a domain expert knowledge. 
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Convolutional Neural Networks (CNNs) and Recurrent Neural Networks 
(RNNs) are two types of deep learning architectures predominantly applied in real-life 
scenarios. Generally, CNN architectures are used for spatial data and RNN 
architectures are used for temporal data. 
The concepts behind the various deep learning architectures are discussed in a 
mathematical way. 
The explanation of how this happen (Figure ) is obvious: there are not many 
people around the world who know computer literacy perfectly. Therefore, any 
unprepared interactions with the Internet increase the risk of infecting a network device 
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